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Before You Begin

Who Should Use This Manual

Thismanual isfor system administrators responsible for installing, configuring,
deploying, and maintaining Citrix ICA Client for Macintosh (also called the
Citrix ICA Macintosh Client). This manual assumes knowledge of:

= Citrix MetaFrame or Citrix VANFRAME
= The operating system on the client computer (MacOS)

= |nstallation, operation, and maintenance of network and asynchronous
communication hardware, including serial ports, modems, and device adapters

How to Use This Guide

To get the most out of the Citrix ICA Client Administrator’s Guide, review the
table of contents to familiarize yourself with the topics discussed.

This guide contains the following sections:

Chapter

Contents

Chapter 1, “ Introduction to the
Citrix ICA Macintosh Client”

Chapter 2, “Deploying the ICA
Meacintosh Client”

Chapter 3, “ Configuring the
Citrix ICA Macintosh Client”

Gives adetailed list of features.

Describes how to install and deploy the Citrix ICA
Macintosh Client.

Describes how to configure connection properties
and device mappings for the Citrix ICA Macintosh
Client.
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Document Conventions

The following conventional terms, text formats, and symbols are used throughout
the printed documentation:

Convention Meaning

Bold Indicates column headings, command-line
commands and options, dialog box titles, lists, menu
names, tab names, menu commands, and actual
parameter names.

Italic Indicates a placeholder for information or
parameters that you must provide. For example, if
the procedure asks you to type filename, you must
type the actual name of afile. Italic also indicates
new terms and the titles of other books.

ALL UPPERCASE Represents keyboard keys (for example, CTRL,
ENTER, F2).
[brackets] Encloses optional itemsin syntax statements. For

example, [password] indicates that you can choose
to type a password with the command. Type only the
information within the brackets, not the brackets

themselves.
Monospace Represents examples of text files.
WTSRV or %SystemRoot% Refersto the system tree. This can be \WTSRV,

\WINNT, \WINDOWS, or whatever other directory
name you specify when you install your software.

...(dllipsis) Indicates that you can repeat the previousitem(s) in
syntax statements. For example,
/route:devicename],...] indicates that you can
specify more than one device, putting commas
between the device names.

The Citrix ICA Client for Macintosh allows usersto connect to MetaFrame and
WINFRAME servers. When describing a feature or procedure common to al types
of MetaFrame and VANFRAME servers, this manual uses the term Citrix server.
When describing afeature unique to a particular MetaFrame or VANFRAME server,
this manual specifies the appropriate server and version number.



Finding More Information

This manual contains conceptual information and installation and configuration
stepsfor the Citrix ICA Macintosh Client. For additional information, consult the
following:

=  AppleGuide Help for the Client and the ICA Client Editor: thisis shipped with
the client software.

= The Citrix ICA Client Administrator’s Guides for the other ICA Clientsyou
deploy.

= For instructions on installing, configuring, and maintaining your Citrix
servers, see the documentation in your MetaFrame or WINFRAME package.

Other Citrix ICA Client documentation may be available in Adobe PDF format in
the documentation folders of each Citrix CD-ROM, and on the Citrix Technical
Support Services site at http://www.citrix.com. Using the Adobe Acrobat Reader,
you can view and search the documentation electronically or print it for easy
reference. To download the Adobe Acrobat Reader for free, please go to Adobe's
Web site at http://www.adobe.com.

Important Always consult the Readme files for M etaFrame, WINFRAME, and the
Citrix ICA Clients for any last-minute updates, known issues, and corrections to
the documentation.

Citrix on the World Wide Web

Citrix offers online Technical Support Services at http://www.citrix.com that
include the following:

= Adobe PDF versions of all current Citrix technical publications

=  Downloadable Citrix ICA Clients, available at http://download.citrix.com

= A Fregquently Asked Questions page with answers to the most common
technical issues

= An FTP server containing the latest service packs and hotfixes for download

= An Online Knowledge Base containing an extensive collection of technical
articles, troubleshooting tips, and white papers

» |nteractive online support forums
= The Citrix Developer Network (CDN) available at http://www.citrix.com/cdn

This new, open enrollment membership program provides access to devel oper
tool kits, technical information, and test programs for software and hardware
vendors, system integrators, ICA licensees, and corporate IT developerswho
incorporate Citrix server-based computing solutions into their products.
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Reader Comments

It isour goal to provide well-written, accurate, clear, complete, and usable
documentation for Citrix products. If you have any comments, corrections, or
suggestions for improving our documentation, we would be happy to hear from
you. You can email the authors at:

documentation@citrix.com

Please include the name and version number of the product and the title of the
document in your email.



CHAPTER 1

Introduction to the Citrix ICA
Macintosh Client

Overview

When connected to a Citrix server, the Citrix ICA Macintosh Client provides
additional features that make remote computing just like running applications on
alocal desktop. The Citrix ICA Macintosh Client has the following features:

= Client device mapping
= Client drive mapping
= Client COM port mapping
» Client audio mapping
= Client printing
= Encryption
= Client Auto Update
= Local clipboard integration
= Low bandwidth requirements
= Disk caching and data compression
= SpeedScreen Latency Reduction
= Application publishing support
= Business recovery support
= PC key mapping
= Multiple session support

Some client features are available only when connecting to M etaFrame for

Windows NT and MetaFrame for Windows 2000 servers.
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Client Device Mapping

The ICA Client supports client device mapping. Client device mapping allows a
remote application running on the Citrix server to access devices attached to the
local client computer. Users can access the client computer’s local disk drives,
devices attached to the local COM ports, and audio devices. Note that client
device mapping is not supported when connecting to MetaFrame for UNIX 1.0
and 1.1 servers.

Client Drive Mapping

Client drive mapping allows you to access the local disk drives of the client
computer from ICA sessions. When both the Citrix server and ICA Client are
configured to allow client drive mapping, you can access your locally stored files,
work with them from ICA sessions, and then save them either on alocal drive or
on adrive on the Citrix server.

Client COM Port Mapping

Client COM port mapping allows devices attached to the client computer’s COM
ports to be used from ICA sessions on a Citrix server. This allows local devices
like modems and serial printersto be used by applications running on the Citrix
server.

Client Audio Mapping

Audio mapping allows your client computer to play sounds generated by
applications running on the Citrix server.

ICA Client audio support includes configurable sound quality levels that allow
you to customize sound quality based upon the amount of bandwidth available.

Client Printing

Users can access printers attached to their computers during ICA sessions. When
a Citrix server is configured to allow client printing, applications running
remotely on the server can print to local printers. You can print to a PostScript
printer, or to a PC printer connected to the Macintosh seria port. For more
information, see “Printing From the Macintosh Client.”
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Encryption

The ICA Client supports different levels of encryption, including advanced RSA
RC5 encryption.

Note To enable encryption levels higher than Basic, the Citrix server must
support RC5 encryption. This support isincluded with Securel CA Services and
Feature Release 1. Securel CA Servicesis not supported by all Citrix servers.

Client Auto Update

The Client Auto Update feature allows administrators to update ICA Client
installations from a central location instead of having to manually install new
versions of the ICA Client on each client computer. New versions of Citrix ICA
Clients are stored in acentral Client Update Database on a WINFRAME or

M etaFrame for Windows server. The latest versions of the ICA Client are
downloaded to ICA Client devices when users connect to the server.

Local Clipboard Integration

You can use the client workstation’s clipboard to cut and paste objects between
applications running locally on the client computer and applications running
remotely in an ICA session.

Access to the local clipboard requires no special configuration or procedures,
using the familiar cut, copy, and paste commands, you can transfer text, pictures,
and other objects back and forth between local and remote applications. Note that
not al server platforms support all mediatypes on the clipboard.

Low Bandwidth Requirements

The highly efficient Citrix ICA protocol typically uses 20K of bandwidth for each
Session.

Disk Caching, Data Compression

These features can increase performance over low speed asynchronous and WAN
connections. Disk caching stores commonly used portions of your screen (such as
icons and bitmaps) locally, increasing performance by avoiding retransmission of
locally cached data. Data compression reduces the amount of data sent over the
communications link to the client.
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SpeedScreen Latency Reduction

SpeedScreen Latency Reduction enhances the user’s experience on slower
network connections. Note that SpeedScreen Latency Reduction is not available
when connecting to MetaFrame for UNIX 1.0 and 1.1 servers.

Application Publishing Support

You can create a remote application entry to connect to a Citrix server or to a
published application that contains all of the information necessary to launch a
user session or an application.

Business Recovery Support

The ICA Client includes the additional intelligence to support multiple server
sites (such as a primary and hot backup) with different addresses for the same
published application name.

Thisfeature provides consistent connections to published applicationsin the
event of aprimary server disruption.

PC Key Mapping

Your Macintosh mouse and keyboard can be used in an ICA session in the usual
way. You can use the following special key combinations to enter PC keys not
available on standard Macintosh keyboards:

PC Key ICA Macintosh Client Equivalent

ALT Command (also known as the Apple key)

Insert 0 (Zero on the numeric keypad; NUM LOCK must be off)
Del Dot on the numeric keypad; NUM LOCK must be off
Mouse right-click = key on numeric keypad, or Option and mouse click

Multiple Session Support

You can run multiple connections concurrently on the desktop. The sessions are
managed automatically, by the ICA Connection Center. When you have more
than one session in operation, each one appears as a separate entity in the
Macintosh Finder menu.

Note ThelCA Connection Center allows up to 128 concurrent sessions, but the
amount of available memory also limits the number of connections.
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Deploying the ICA Macintosh Client 2

Overview

This chapter explains how to install the Citrix ICA Macintosh Client. Topics
covered in this chapter include;

= System requirements

= |nstalling the ICA Macintosh Client

* Preparing for Auto Client Update

= Using the Client Update Database

= Uninstalling the ICA Macintosh Client

About Installation
There are two waysto install the ICA Client:

= If your users are installing the client on machines that do not already have an
ICA Client installed on them, you must install the client manually. See
“Installing the ICA Macintosh Client.”

= |f your users already havethe ICA Client Version 4.1 or later, they can update
it automatically to this version if you add this client to the Client Update
Database. See “Using the Client Update Database.”
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System Requirements

Systems running the ICA Macintosh Client require the following:

= Macintosh processor: 68030/040 or PowerPC

= QOperating system: System 7.1 or later
To runthe ICA Macintosh Client on System 7.1, the Thread Manager system
extension must be installed. Thread Manager is available from Apple’s Web
site.

= 8MB of available memory

= 3MB of freedisk space

= 16 or 256 color (or better) video display

= Open Transport TCP/IP Version 1.1.1 or later

= A network interface card (NIC) for network connectionsto Citrix servers
—or —
A modem and PPP networking software for serial connections to Citrix
Servers

Installing the ICA Macintosh Client

» Toinstall thel CA Macintosh Client

If you areinstalling the ICA Macintosh Client from adownloaded .hgx file, begin
with Step 4.

1. Insert the Citrix ICA Client CD-ROM in the client system’s CD-ROM drive.
Double-click the CD-ROM icon on your desktop.

2. Open ICAINST, open en and then double-click ICAMAC.

Copy thefile Macica_sea.hgx to atemporary folder on the Macintosh hard
disk.

Decompress Macica_sea.hgx using an appropriate utility.

Open the Citrix ICA Client folder created by the decompression utility.
Double-click the Installer icon to run the installation program.

Follow the directions on your screen.

w

N o g &
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Preparing for Client Auto Update

The ICA Macintosh Client can be set up so that you can automatically update it
from a WINFRAME or M etaFrame for Windows server when a newer version is
available. This meansthat you can “push” a new version of the client software
from acentral database to the workstation instead of installing the client manually
at each workstation. You must be root to deploy the ICA Client.

Note ICA Client Auto Update is not supported by servers running WINFRAME 1.7
or earlier, or on MetaFrame for UNIX 1.0 or 1.1 servers.

» Toenablethe  CA Macintosh Client softwarefor automatic update

1. Start the Citrix ICA Client Editor (see " Starting the ICA Client Editor” for
instructions).

2. From the Citrix ICA Client Editor Options menu, select Default Settings.
The Citrix ICA Client Editor Default Settings dialog box appears.

3. From the pop-up list at the top of the Default Settings dialog box, select the
Preferences page.

4, Select Allow Automatic Client Updates to allow the client to be
automatically updated with a newer version from the Citrix server.

Using the Client Update Database

If the version of the ICA Client currently installed supports client auto update,
future versions of the ICA Client can be automatically downloaded when a user
connects to a WINFRAME or MetaFrame for Windows server. The new versions of
the ICA Clients are downloaded from the Client Update Database.

Note ICA Client Auto Update is not supported by servers running WINFRAME 1.7
or earlier, or on MetaFrame for UNIX 1.0 or 1.1 servers.

ICA Client Auto Update for Macintosh works with TCP/IP and supports the
following features:

= Automatically detects older client files

= Provides full administrative control of client update options for each client
= Updates clients from a single database on a network share point

= Safely restores older client versions when needed

Note Client Auto Update is used to update client filesto newer versions of the
same product and model.
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The Citrix ICA Client Update Process

Each ICA Client has a product number, model number, and version number. The
ICA Client product and model numbers uniquely identify the ICA Client.

Product/M odel number Platform

U1 ICA Client for DOS

14/1 ICA 32-bit Client for DOS
1/2 ICA Client for Winl6

1/3 ICA Client for Win32
82/1 ICA Client for Macintosh

The version number is the release number of the ICA Client.

The process of updating ICA Clients with new versions uses the standard |CA
protocol.

The MetaFrame for Windows server queriesthe ICA Client when the user logs
on. If the server detects that the ICA Client is up-to-date, it continues the
logon transparently.

If an updateis needed, by default, the M etaFrame for Windows server informs
the user of the new client and asksto perform the update. You can specify that
the update occurs without informing the user and without allowing the user to
cancel the update.

By default, the user can choose to wait for the client files to finish
downloading or to download the filesin the background and continue
working. Users connecting to the MetaFrame for Windows server with a
modem get better performance waiting for the client update to complete. You
can force the client update to complete before allowing the user to continue.

During the client update, new ICA Client files are copied to the ICA Client
device. The administrator can force the user to disconnect and complete the
update before continuing the session. The user must log on to the server again
to continue working.

After disconnecting from the server, the ICA Client completes the update. All
client programs must be closed before the ICA Client can be updated.

In case of aproblem, the existing ICA Client files are saved to afolder called
Backup in the ICA Client directory.
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Configuring the Client Update Database

During M etaFrame for Windows setup, a client update database is created that
contains the Citrix ICA Win32, Winl6, Windows CE, Macintosh, UNIX, and
DOS Clients. By default, the update database is configured to update older client
versions.

You can configure a client update database on each M etaFrame for Windows
server in aserver farm, or asingle client update database on a central network
share. With a single database, you can configure updates once for all servers.

Use the ICA Client Update Configuration utility to:

= Create anew client update database

= Set adefault client update database

= Configure database properties

= AddICA Clientsto the update database

= Remove ICA Clients from the update database
= Configure client update options

> Tostart thelCA Client Update Configuration utility

1. From aMetaFrame for Windows server: Click the Start button, point to
Programs, and then point to M etaFrame Tools. Click ICA Client Update
Configuration.

From aWINFRAME server: In the Administrative Tools folder, double-click
ICA Client Update Configuration.

2. ThelCA Client Update Configuration dialog box appears.

The location of the current client update database is shown in the status bar.
Thisis the database the server uses to update ICA Clients. The main window
shows the ICA Clients currently configured in the database.



14 Citrix ICA Macintosh Client Administrator’s Guide

Creating a New Client Update Database

The default location of the client update database on the server is %SystemRoot%
\Ica\Clientdb. A new database can be created on the local server hard drive or on
a shared network drive. Multiple servers can be configured to use one shared
client update database.

» Tocreateanew client update database

1

2.

From the Database menu, click New. The Path for the new Client Update
Database dialog box appears.

Enter a path for the new client update database and click OK.

A new client update database is created in the specified folder and the new
database is opened.

Setting a Default Database

An existing client update database can be used by multiple Citrix servers. If the
client update database is on a shared network drive, use the ICA Client Update
Configuration utility to configure all Citrix serversto use the shared database.

> To specify a new default database for one or more Citrix servers

1

From the Database menu, click Open. The Open Existing Database dialog
box appears.

Specify the path to the database that will be used as the default and click OK.

From the Database menu, click Set Default. The Set Default Database
dialog box appears.

Select the Set as Default Database on L ocal M achine check box to make the
currently opened database the default database.

Tip You can also set other Citrix servers to use the currently open database as
the default database. Double-click on adomain nameto view the serversin
that domain. Click on a server to set its default database to the currently open
database. You can select multiple servers by holding down the CTRL key.

Click OK.



Chapter 2 Deploying the ICA Macintosh Client 15

Configuring the Properties of the Client Update Database

Use the Database Properties dialog box to configure the current client update
database.

» To configurethe properties of the Client Update Database

On the Database menu, click Properties. The Database Properties dialog box
appears.

To disable this client update database, clear the Enabled check box. ICA Clients
are not updated if the database is not enabled.

The Default update propertiesfor clients options specify the default behavior
for ICA Clients added to the update database. If you change the properties of an
individual client in the database, those properties will override the default
properties.

= In Client Download M ode, click Ask user to allow the user to choose to
accept or postpone the client update. Click Notify user to notify the user of
the client update and require the update. Click Transparent to update the
user’s ICA Client without notifying the user.

* |nVersion Checking, click Update older client versionsonly to update
client versions that are older than the new client. Click Update any client
version to update all client versions to this version of the client. Use this
option to force an older client to replace a newer client.

* |n Update Mode, select the For ce Disconnection check box to require users
to disconnect and complete the update. By default, users can choose whether
to disconnect and complete the client update after the new client files are
downloaded. Clear the Allow background download check box to force
usersto wait for al client files to download before continuing. By default,
users can choose to download new client files in the background and continue
working.

= Select the Log Downloaded Clients check box to write an event in the event
log when an ICA Client is updated.

= By default, errorsthat occur during aclient update are written to the event log.
Clear the Log Errors During Download check box to turn off error logging.

= Specify the maximum number of simultaneous updates per Citrix server.
When the specified number of client updates are occurring, new client
connections are not updated. When the number of client updates drops bel ow
the specified maximum, new client connections are updated.
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Adding and Removing ICA Clients From the Database

Use the ICA Client Update Configuration utility to add ICA Clients to and
remove them from the database.

> Toadd anew ICA Client to the client update database
1. From the Client menu, click New. The Description dialog box appears.

Enter the path to the client installation filein Client Installation File or click
Browse.

The client installation file, Update.ini, isin a standard location for your
operating system: for example
%SystemRoot% \System32\Clients\icalica32\disks\disk 1.

2. After you specify the client installation file, the Client Name, Product,
Model, Version, and icon of the selected client appear.

You can also modify the Comment used for this client. After making any
changes, click Next to continue.

3. The Update Options dialog box appears.

The Update Options dialog box controls how the client update occurs. These
options for each client override the settings specified for the database asa
whole in the Database Properties dial og box.

In Client Download M ode, click Ask user to give the user the option to
accept or postpone the client update. Click Notify user to notify the user of
the client update and require the update. Click Transparent to update the
user’s ICA Client without notifying the user.

In Version Checking, click Update older client versions only to update
client versions that are older than the new client. Click Update any client
version to update all client versions to this version of the client. Use this

option to force an older client to replace a newer client.

By default, users can choose to disconnect and compl ete the client update after
the new client files are downloaded. Select the For ce Disconnection check
box to require users to disconnect and compl ete the update.

By default, users can choose to download new client files in the background
and continue working. Clear the Allow Background Download check box to
force usersto wait for all client files to download before continuing.

You can optionally enter amessage in Display this message on the user
terminal. The user can view this message at the start of the client update by
clicking More Info in the dialog box that appears.

Click Next to continue.
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4. The Event Logging dialog box appears.

Auto Client Update uses the Windows event log to report status messages and
update errors.

= Select the Log Downloaded Clients check box to write an event in the
event log when an ICA Client is updated.

= By default, errorsthat occur during a client update are written to the event
log. Clear the Log Errors During Download check box to turn off error

logging.
Click Next to continue.
5. The Enable Client dialog box appears.

The client update database can contain multiple clients with the same product,
model, and version information. However, only one client of each product,
model, and version can be enabled. The enabled client is the one used for the
auto client update.

Select the Enable check box to update ICA Clientsto this client. All other
clients of the same product, model, and version are disabled.

6. Click Finish to copy the ICA Client installation filesinto the client update
database.

» Toremovean ICA Client from the database
1. InClient Update Configuration, click on the ICA Client to remove.

2. From the Client menu, click Delete. A dialog box displays the selected client
information and asks for confirmation.

3. Click OK toremove the client. The ICA Client is now removed from the
database.

Changing the Properties of an ICA Client in the Database

Use the Properties dialog box to maintain the configuration of an ICA Client in
the client update database. The Properties dialog box contains four tabs: the
Description tab, the Update Options tab, the Event L og tab, and the Client
Files tab.

» To modify the properties of an ICA Client in the database
1. InICA Client Update Configuration, click on the ICA Client to modify.
2. From the Client menu, click Properties. The Properties dialog box appears.

= The Description tab displays information about the selected client. The
Product, Model, Version, and Client Name are display-only fields.

Type anew description of the client in Comment.
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Select the Enabled check box to update ICA Clientsto this client. All
other clients of the same product, model, and version are disabled.

The client update database can contain multiple clients with the same
product, model, and version information. However, only one client of each
product, model, and version can be enabled. The enabled client is the one
used for the auto client update.

The Update Options tab configures how the client is updated.

In Client Download M ode, click Ask user to give the user the option to
accept or postpone the client update. Click Notify user to notify the user of
the client update and require the update. Click Transparent to update the
user’s ICA Client without notifying the user.

In Version Checking, click Update older client versions only to update
client versions that are older than the new client. Click Update any client
version with this client to update all client versionsto this version of the
client. Use this option to force an older client to replace a newer client.

By default, users can choose to disconnect and complete the client update
after the new client files are downloaded. Select the For ce Disconnection
check box to require users to disconnect and complete the update.

By default, users can choose to download new client filesin the
background and continue working. Clear the Allow Background
Download check box to force usersto wait for all client files to download
before continuing.

You can optionally enter amessage in Display this message on the user
terminal. The user can view this message at the start of the client update
by clicking M ore I nfo in the dialog box that appears.

The Event L ogging tab configures the events to log for the client update.

Auto Client Update uses the Windows event log to report status messages
and update errors.

Select the L og Downloaded Clients check box to write an event in the
event log when an ICA Client is updated.

By default, errors that occur during a client update are written to the event
log. Clear the Log Errors During Download check box to turn off error
logging.

The Client Files tab displaystheindividual filesfor the ICA Client.

The client update database stores the File Name, Group, Flags, FileSize, and
File CRC for each file of an ICA Client.



Chapter 2 Deploying the ICA Macintosh Client 19

Uninstalling the ICA Macintosh Client

To uninstall the ICA Macintosh Client, delete the folder containing the client.

Note You can usethe Installer to remove itemsthat it has installed, using the
Custom Remove tab. However, thiswill not remove clients that were installed
using Auto Client Update.
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CHAPTER 3

Configuring the ICA Macintosh

Client

Overview

This chapter describes how to configure the ICA Macintosh Client. Topics
covered in this chapter include;

=  Sarting the ICA Client Editor

= Creating a connection file

= Sarting an ICA session

= Mapping client devices

= Printing from the Macintosh Client

= Configuring default settings

= Changing a specific connection file

* Improving security
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Starting the ICA Client Editor

You use the ICA Client Editor to create and configure connection files. A
connection fileis afile containing configuration options that define the attributes
of an ICA session that you run on a Citrix server. These attributes include window
size and color, initial application and working directory, and client drive and
printer mapping preferences.

Connection files appear asicons on the Macintosh desktop or in a specified
folder.
> Tostart thelCA Client Editor

Double-click the Citrix ICA Client Editor icon in your ICA Macintosh Client
installation directory.

Making a Connection

You can create two types of connections to Citrix servers. ICA connections and
published applications.

= AnICA connection lets a user access the desktop of a Citrix server. The user
can run any applications available on the desktop, in any order.

= A published application is a predefined application and its associated
environment.

This section describes how to create a basic connection file and start an ICA
session.

Creating a Basic Connection File

First, you need to identify the server or published application to which you want
to connect using this connection file. You can also provide optional user details
that allow you to log on automatically.
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» Tocreateaconnection file

1

6.

In your ICA Macintosh Client installation folder, double-click Citrix ICA
Client Editor. The Citrix ICA Client Editor dialog box appears with the
Network Connection page selected:

‘EDE Citriz ICA Client Editor : untitled =—F————

e

Network Connection w

server:  [198.3.235.23 | 2]

@ Server
") Published Application

Optional:

Username: | |

Domain: | |

Password: | |

[] Quit after connect [[ Connect ]] [ Quit ][ Save ]

Click Server to connect to a Citrix server or Published Application to
connect to a published application.

In the Server box, type the name or IP address of the Citrix server, or the
name of the published application. If server browsing is possible, you can
click the button to the right of the Server box and select the name from alist.

To enable automatic logon to the Citrix server when you use this connection
file, enter your user name, the domain (if required), and your password in the
appropriate boxes. If you |eave these boxes blank, the Citrix server prompts
for thisinformation each time you make a connection using thisfile.

Click Save. Select alocation in which to save the connection file. By default,
the Save connection as box displaysthe Citrix server or published application
name, but you can give the file a different nameif you prefer.

You can click Connect to start the ICA session immediately. If Quit after
connect is selected, the ICA Client Editor exits when the connection is made.

A dialog box appears allowing you to save the connection file, if you have not
already done so.

Click Quit to exit the ICA Client Editor.

In addition to these basic settings, each connection file is configured with default
settings that control aspects such as window properties and security features. You
can change these defaults (see “ Configuring Default Settings for All
Connections’), or configure a specific connection file to override some of the
defaults (see “ Configuring an Existing Connection File").
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Starting an ICA Session

When you have one or more connection filesin place, you can start an ICA
session on a Citrix server.
Tostart an ICA session

From within the Citrix ICA Client Editor, choose Open from the File menu and
select a connection file. From the Network Connection page, click Connect.

From the desktop, double-click the connection file, or drag and drop it onto the
Citrix ICA Connection Center icon.

Note If you cannot connect to a Citrix server, you may need to change the Server
Location (see “Configuring Business Recovery”) or SOCK S proxy details (see
“Improving Security”).

Mapping Client Devices

The Citrix ICA Macintosh Client supports client device mapping for connections
to WINFRAME and M etaFrame for Windows servers. Client device mapping allows
aremote application running on the Citrix server to access devices attached to the
local client computer.

This section includes more information about:

= Mapping client drives
= Mapping client COM ports
= Mapping client audio

Note Client device mapping is not available when connecting to a MetaFrame for
UNIX 1.0 or 1.1 server.

Mapping Client Drives

Client drive mapping allows you to access the local disk drives of the client
computer from ICA sessions. When both the Citrix server and ICA Macintosh
Client are configured to allow client drive mapping, you can access locally stored
files, work with them from ICA sessions, and then save them either on alocal
drive or on adrive on the Citrix server

» Tomap afolder on the Macintosh hard disk to your ICA session

1. Start the Citrix ICA Client Editor
2. From the Citrix ICA Client Editor Options menu, select Default Settings.
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3. Inthe Citrix ICA Client Editor Default Settings dialog box, select Drive
M apping from the pop-up menu.

Citrix ICA Client Editor Default Settings

44

Drive Mapping «

= Drive Mapping

Enabled/
read/write

A:D
&

Golliath

B:
C:
o]
E:
F:
I
H
|

Enable Drive Mapping [ clear ] [ Modify |

For each server drive letter, the Drive M apping list shows the disk or path name
of the Macintosh folder mapped to the drive. In the Enabled/r ead/write column,
icons display whether each mapped drive is enabled for use and what type of
access you have to the drive. Items you cannot change (such as your hard drive)
are grayed out. Items that are no longer available areinitalics.

Drives A:, B:, and C: areinitially mapped, as follows:

Drive

Mapped to

A:

Macintosh removable mediadrive (for example, floppy or Zip).
Where there is more than one removable drive, you can change
the one to which drive A: is mapped from within an ICA session.
From the Drives menu, select Drive M appings, then choose
Client A Disketteto display the options. Hold down the Option
key and select the drive you require.

Permanently mapped to the Macintosh internal CD or DVD drive.
Permanently mapped to the Macintosh hard disk.

4. Select an available drive letter.

5. Click Modify. Select the folder on the Macintosh hard disk to map and click
the Select bar. The mapped folder appearsin the Drive Mapping list. If the
drive letter you selected is not available on the Citrix server, the specified
folder is mapped to another free drive letter.

6. Click Save. Log off from any ICA connections already established and
reconnect.



26

Citrix ICA Macintosh Client Administrator’s Guide

> Toview mapped client driveswhen connected to a M etaFrame server

From within the ICA session, double-click My Computer on the desktop. The
My Computer window appears.

Citrix servers can be configured to remap their server drives. When server drives
are remapped, the local drives may take different drive letters.

Published applications and Citrix server connections that have an initial program
configured offer you the same access to your local drives. When connected to
published applications, a user can access local drivesin the same way as when
using applications running locally.

Mapping Client COM Ports

Client COM port mapping alows users to access serial devices on the client
computer asif they were connected to the Citrix server.

Note Client COM port mapping is not supported when connecting to M etaFrame
for UNIX 1.0 and 1.1 servers. It is also not TAPI-compatible. Applications that
communicate with devices using TAPI are not supported.

Tomap a client COM port
1. Start the Citrix ICA Client Editor.
2. From the Citrix ICA Client Editor Options menu, select Default Settings.

3. Inthe Citrix ICA Client Editor Default Settings dialog box, select the
COM Port Mapping page.

4, Select the COM port you want to configure. Thisisavirtua client COM port
that appears in the ICA session. It does not refer to an actual port on either the
client or server computers.

5. Click Modify to map alocal port to the selected COM port. A dialog box
appears.

6. Select the physical port to associate with the selected COM port and click OK.

7. Map other ports as necessary and then click Save to save the new settings.

» Touseamapped client COM port from within an ICA session

1. Start the Citrix ICA Client and log on to a Citrix server.

2. Start acommand prompt: on WINFRAME, double-click Command Prompt in
the Main program group. On MetaFrame, click Start, then click Programs,
then click Command Prompt.

3. Atthe prompt, type net use comx: \\client\comz: where x isthe number of the
COM port on the server (ports 1 through 9 are available for mapping) and zis
the number of the client COM port (ports 1 through 4 are available).
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4. To confirm the operation, type net use at the prompt. The list that appears
contains mapped drives, LPT ports, and mapped COM ports.

5. Use this mapped COM port as you would a COM port on the Citrix server.

Mapping Client Audio

Client audio mapping enables a user at the client workstation to hear the sounds
and audio from the application they are using, even though the application is
running on the Citrix server.

Note Client audio mapping is not supported when connecting to MetaFrame for
UNIX 1.0 and 1.1 servers.

Client audio mapping can cause excessive load on the Citrix servers and the
network. The higher the audio quality, the more bandwidth is required to transfer
the audio data. Higher quality audio also uses more server CPU to process. Three
different audio quality settings are available, or you can disable client audio
mapping completely.

An administrator can set the audio quality or enable/disable client audio mapping
on the Citrix server. A user can set the audio quality or enable/disable client audio
mapping for a connection file from the client workstation. If the client and server
audio quality settings are different, the lower of the two qualitiesis used.

The client audio quality options are:

= High. This setting isrecommended only for connections where bandwidth is
plentiful and sound quality isimportant. This setting allows clientsto play a
sound file at its native data rate. Sounds at the highest quality level require
about 1.3Mbps of bandwidth to play clearly. Transmitting this amount of data
can result in increased CPU utilization and network congestion.

= Medium. Thissetting isrecommended for most L AN-based connections. This
setting causes any sounds sent to the client to be compressed to amaximum of
64K bps. This compression results in a moderate decrease in the quality of the
sound played on the client computer. The host CPU utilization will decrease
compared with the uncompressed version, due to the reduction in the amount
of data being sent across the wire.

= Low. Thissetting is recommended for low-bandwidth connections, including
most modem connections. This setting causes any sounds sent to the client to
be compressed to a maximum of 16Kbps. This compression resultsin a
significant decrease in the quality of the sound. The CPU requirements and
benefits of this setting are similar to those of the M edium setting; however, the
lower datarate allows reasonable performance for alow-bandwidth
connection.
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» Toenableor disable | CA Client audio on a M etaFrame for Windows server

1. Click ICA Settingsin Terminal Server Connection Configuration.
2. Select an option from the Client Audio Quality drop-down list.

» Toenableor disable | CA Client audio on a WiINFRAME ser ver

1. Click ICA Settingsin Citrix Connection Configuration.
2. Select an option from the Client Audio Quality drop-down list.

» To configureaudio mapping for a specific connection file

1. Start the Citrix ICA Client Editor and open the connection file you want to
change.

2. Select Connection Properties from the pop-up list in the ICA Client Editor
dialog box.

3. Select Enable Sound to enable sound support.

4, Set Quality to High, Medium, or L ow, depending on the available
bandwidth.

Printing From the Macintosh Client

You can access printers attached to your client computer from an ICA session.
When a Citrix server is configured to allow client printer mapping, applications
running remotely on the Citrix server can print to local printers. With the Citrix
ICA Macintosh Client, you can print to a PostScript printer or to a PC printer
connected to the Macintosh serial port.

You can disable printing for individual connection filesin the Connection
Properties page of the Citrix ICA Client Editor dialog box. For instructions,
see “Configuring an Existing Connection File.”

Note Printing to a PC printer requires the PowerPrint package from Infowave
Wireless Messaging Inc. (http://www.infowave.com).

After configuring client printing, you must log off and then reconnect any active
ICA sessions for the changes to take effect. Changes made to your printer
mapping configuration apply to all connection files.

» Toconfigurealocal printer for client printing

1. If necessary, install the appropriate printer driver on your Macintosh and select
it in the Macintosh Chooser.

2. Using SimpleText or any other suitable application, verify that you can print to
the printer from your M acintosh.
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6.

8.

Start the Citrix ICA Client Editor.
From the Citrix ICA Client Editor Options menu, select Default Settings.

In the Citrix ICA Client Editor Default Settings dialog box, select Printer
Setup from the pop-up menu. The Printer Setup screen appears.

Citrix ICA Client Editor Default Settings

@ [Printer Setup i]
Local Printer Type [ Direct Printer i]
Canon Bubble-Jet BJ-10ex =
Epson FX-80 =
Epson LQ-2500
HP Desklet
HP Desklet 310
HP Desklet 500 B
HP DeskJet 500C -
4] [»

You must have a Direct Printer driver installed to use Direct Printer mode.
Select a printer from the list, or add a new printer driver name that
exactly matches the Windows printer driver installed.

(cancer ] ([_save |

Inthe Local Printer Type box, select PostScript Printer to map alocal
PostScript printer or Direct Printer to map alocal PC printer. To disable
printing for all ICA sessions, select None.

Select your printer from the list. If it isnot listed, click Add... and type the
name exactly as it appearsin the Citrix server’slist of printer drivers. Click
OK to return to the Default Settings dialog box.

To see alist of printer drivers on a MetaFrame for Windows server, first
connect to the server using the Citrix ICA Client. On a WINFRAME server, start
Print Manager and run the Create Printer wizard. The driver list contains
printer names as they should be specified. On a M etaFrame server, click
Printersin Control Panel. Start the Add Printer wizard and continue through
its screens until you reach the screen that contains the list of printers by
manufacturer.

Click Save.

If your client printer is not automatically available on the Citrix server, you can
manually add it in the ICA session. Use the following procedures to manually add
aclient printer.
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Mapping Client Printers on MetaFrame for Windows and

WINFRAME

Client printer mapping lets users access spooled printers available to the
workstation during ICA sessions. When a Citrix server is configured to alow
client printer mapping, applications running remotely on the Citrix server can
print to a spooled printer.

Tomap alocal printer on a MetaFrame for Windows ser ver

1

8.
9.

From the UNIX workstation, start an ICA connection and log on to the
M etaFrame server.

Click Start on the taskbar, point to Settings, then click Printers.

In the Printer swindow, you will see an icon for a network printer with a
name similar to workstation#printer, where workstation is the UNIX
workstation name and printer isthe UNIX name for the printer.

If no client printer is available, double-click Add Printer. The Add Printer
Wizard appears.

Click Network printer server and then click Next.
Double-click Client Networ k and then double-click Client.

Select the printer from the list displayed. Spooled printers available on the
UNIX workstation have a name similar to workstation#printer. Click OK.

If you want this printer to be the default printer, click Yes and then click Next.
Click Finish.

Tomap alocal printer on a WINFRAME server

1
2.

Log on to the WINFRAME server.

In the Main program group, double-click Print Manager. In the Printer

M anager window, you will see an icon or open dialog box for a network
printer with aname similar to workstation#printer, where workstation is the
UNIX workstation name and printer isthe UNIX name for the printer.

If no client printer is available, select Connect to Printer from the Printer
menu.

From the Shared Printer list, double-click Client Network and then double-
click Client.

Select the client printer icon, which will have a name similar to
workstation#printer, and click OK.

If you want this printer to be your default printer, select it from the Default
menu at the top of the Printers window.
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Mapping Client Printers on MetaFrame for UNIX

Before users can print to a client printer from MetaFrame for UNIX, printing
must be enabled by the administrator. This section describes how to enable
printing on the server. It describes how users can list available client printers and
print files from the command line or from applications.

InaUNIX environment, the application performs the print rendering. The printer
driver is specified inside the application or, in the case of a desktop utility, raw
text is generated.

Note For further information about printing on MetaFrame for UNIX Operating
Systems, see the MetaFrame Administrator’s Guide and the manual pages.

Setting up Printing
» Tocheck if client printingiscurrently enabled or disabled
1. Logon tothe MetaFrame server as a Citrix server administrator.

2. At the command prompt, type:
ctxcfg -p list

» Toenableor disable client printing
1. Logon tothe MetaFrame server as a Citrix server administrator.
2. At the command prompt:

To Use the command
Enable client printing ctxcfg -p enable
Disable client printing ctxcfg -p disable

> Todisplay mapped client printers
At the command prompt, type:

ctxprinters
A list of printers configured on the client and mapped for use from the ICA
session isdisplayed. (default) is displayed after the printer that is the default. The
following information is shown for each printer:

= Printer name or printer port (for example, Ipt1). This can be used in the ctxIpr
-P command to specify a printer other than the default.

= Printer driver name. Thisisfor information only.

= Printer connection description. Thisis for information only.
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Using Printing
> Toprintafilefroman ICA Client session

1. At the command prompt, type:

ctxprinters

2. From theresults of ctxprinters, identify the printer or printer port that you
want to use. To print to a printer other than the default, note the printer
name—the printer name is the first item in the ctxprinters listing.

3. At the command prompt:

To Usethe command

Print the file named filename to the default printer. ~ ctxTpr 77 /ename

Print a series of filesto the default printer. Each file ctxl1pr f7lename filename
istreated as a separate print job.

Print afileto aprinter (or printer port) other thanthe ctx1pr -P [Printername |

default. Thisisthe printer name or printer port Printerport] f£7Jename
shown in the first column of the output from

ctxprinters.

Print afile in the background. ctx1pr -b f7lename

Print afile only if the printer isnot in use. Use this  ctx1pr -n f77ename
option to stop an application waiting while other

printer jobs are handled. If the printer isin use, an

error message is displayed.

> Toprint from applications

The exact configuration of how to set up printing from applications depends on
the behavior and user interface of the UNIX application.

If the user interface for an application allows you to specify the actua printer
command to use when printing, you can configure client printing by replacing the
Ipr or Ip command with the ctxIpr command.

When a user connects to the server and prints from the application in a session,
the server redirects the output to the mapped client printer.

Often, in this type of application, you can also specify the command line
modifiers on adifferent line. You can use the same switches for ctxlpr aswhen
printing from the command line. For example, use -P with a printer name (or
printer port) to print to a printer other than the default; use -b for background
printing, and so on.
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Tip If the user interface of an application does not allow you to specify the actual
printer command to use when printing, determine if the application (or window
manager) uses a configuration file where you can replace the Ipr command
functionality with ctxlpr.

Configuring Default Settings for All Connections

You can specify default settings that are applied to all ICA connections. You can
override some of these settings for specific connections - see “ Configuring an
Existing Connection File” for details.

» To configure default settings
1. Start the Citrix ICA Client Editor.

2. From the Citrix ICA Client Editor Options menu, select Default Settings.
The Citrix ICA Client Editor Default Settings dialog box appears.

Citrix ICA Client Editor Default Settings

a‘e [Window i]
Window Size:
@ Fixed Size: 1024x768 ¥
O Custom  width: | | Heignt: | |

() Use Full Screen

Window Colors:
216 @ 256 ) Thousands ) Millions

(cancer ] ([_save ||

The Citrix ICA Client Editor Default Settings dialog box has the following pages,
corresponding to the properties you can control:

Use this To configure
Window Default size and color depth to use for ICA session windows.
Preferences Optionsfor playing Windows alert sounds, automatic client

update, text-only copying from sessions, and the default
encryption level.

Printer Setup Settings for client printing *
Drive Mapping Settings for client drive mapping 2
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Use this To configure
Disk Cache Settings for persistent bitmap cache
Server Location Settings for Business Recovery, SOCKS proxy configuration 3,

and aternate address remapping
Com Port Mapping  Settings for client COM port mapping 2
Hot Keys Settings to change the hotkeys for the client.
Japanese Hot Keys  Settings to change the hotkeys assigned to Japanese functions.

1Client printing is described in “Printing From the Macintosh Client.”
2 Client device mapping is described in “Mapping Client Devices.”
3SOCK S proxy configuration is described in “ Improving Security.”

Configuring Default Window Settings

You can change the size and color depth of the window used for ICA connections.

Citrix ICA Client Editor Default Settings

a‘e [Window i]

Window Size:
@ Fixed Size: 1024x768 ¥

@ custom  width: | | Height: [ ]

() Use Full Screen

Window Colors:
216 @ 256 ) Thousands ) Millions

(cancer ] ([_save ||

» Tochangethedefault window settings

1. IftheCitrix ICA Client Editor Default Settings dialog box is not displayed,
from the Citrix ICA Client Editor Options menu, select Default Settings.

2. From the pop-up list at the top of the Default Settings dialog box, select the
Window page.

3. To change the Window Size, do one of the following:
= Select Fixed, then choose one of the available sizes from the list box.

= Select Custom, then type the required dimensions, in pixels, in the Width
and Height boxes. The maximum window size is determined by the server.
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= Select Use Full Screen to use the entire area of your screen for the ICA
connection.

Note If you select Use Full Screen, the menu bar is hidden when you run the
Citrix ICA Macintosh Client. To access the Macintosh menu bar, hold down
the Option and Control keys. To make the menu bar display permanently, open
the File menu in the Citrix ICA Macintosh Client and choose Best.

4. UseWindow Colors to set the number of window colorsto 16, 256,
Thousands, or Millions.

Note For best performance, Window Color s should match the number of
colors set in your Macintosh Monitors control panel. When thisisthe case, a
diamond shapeisdisplayed in the title bar during an ICA session.

5. Click Save.

Configuring Default Preferences

You can configure settings for playing Windows alert sounds, automatically
quitting the ICA Client after the ICA session ends, automatic client update, text-
only copying from sessions, and the default encryption level.

» To configurethe default preferences

1. Ifthe Citrix ICA Client Editor Default Settings dialog box is not displayed,
from the Citrix ICA Client Editor Options menu, select Default Settings.

2. From the pop-up list at the top of the Default Settings dialog box, select the
Preferences page.

Change the settings as required. You can do the following:

Use this To configure

Enable Windows Select thisto play the default Macintosh beep when an application
Alert Sounds in the ICA session triggers the default Windows beep.

Allow Automatic Select this to allow the Citrix server to update the Citrix |CA

Client Updates Macintosh Client when newer versions become available. When
the server detects an outdated client version, it notifies the user
that a newer version is available and replaces the Citrix ICA
Macintosh Client files. Note that this feature is not supported by
servers running WINFRAME 1.7 or earlier, or on MetaFrame for
UNIX 1.0 or 1.1 servers.
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Use this

To configure

Copy from Session
as Text Only (No
Graphics)

Encryption Level

3.

Click Save.

Configuring Disk Caching

The Citrix ICA Macintosh Client stores commonly-used graphical objects such as
bitmapsin alocal cache on the client computer’s hard disk.

Select this to ensure that any material you copy from the session
to the local desktop is pasted in text format rather than picture
format. (If only graphics format is available, the material is still
copied in graphics format.)

Set the default Encryption Level for connections. Note that the
server must be configured to allow the selected encryption level
or greater. To enable encryption levels higher than Basic, the
Citrix server must support RC5 encryption. This support is
included with Securel CA Services and Feature Release 1.
Securel CA Servicesis not supported by all Citrix servers. For
specific connections, you can either use this default or set a
different level; see”Improving Security.”

Note Although you can configure the default disk cache settings, disk caching is
not used unless you enable it for a particular connection file. Disk caching for
individual connection filesis enabled on the Connection Properties page of the
ICA Client Editor dialog box. See “Configuring an Existing Connection File.”

» To configuredisk caching:

If the Citrix ICA Client Editor Default Settings dialog box is not displayed,
from the Citrix ICA Client Editor Options menu, select Default Settings.

From the pop-up list at the top of the Default Settings dialog box, select the
Disk Cache page.

Change the settings as required. You can do the following:

= Change the Amount of disk spaceto use by adjusting the percentage of
the total size of the disk that contains the cache folder.

= Useadifferent Disk cachefolder (the default directory where the cached
datais stored). To do this, click Change Folder..., browse and select.

= For The minimum size bitmap that will be cached is..., specify the size
(between 2 and 64 kilobytes) of the smallest bitmap to be cached to disk.

= Toremove all cached datafrom the client computer, click Clear Disk

1

Cache Now.
Click Save.
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Configuring Business Recovery

Thisfeature provides consistent connections to published applicationsin the
event of amaster ICA Browser server disruption. You can define up to three
groups of Citrix servers to which you want to connect: a primary and two
backups. Each group can contain up to five servers.

When you configure Business Recovery, the client attempts to contact all the
servers within the Primary group simultaneously (broadcasting); the first server
to respond acts as the master ICA Browser. If none of the servers responds, the
client attemptsto contact all the serverswithin the Backup 1 group. If thereis still
Nno response, the client attempts to contact all of the serversin the Backup 2
group. When a server responds, the client queries the server for the address of the
server on which to run the published application. This processis repeated each
time the user attempts to make an ICA connection.

Tip Itisagood ideato specify the server address for the Citrix server that
functions as the master browser when your network configuration uses routers or
gateways, or if you want to eliminate the broadcasts on your network.

» To configure Business Recovery server groups

1. Ifthe Citrix ICA Client Editor Default Settings dialog box is not displayed,
from the Citrix ICA Client Editor Options menu, select Default Settings.

2. From the pop-up list at the top of the Default Settings dialog box, select the
Server Location page.

3. Fromthe Server Group list, select the server group you want to configure.

4. Click Add... to add a server to the selected group.

5. Inthe Server box, type or select the name of the server, then click OK.

6. Add more servers as necessary.

7. To changethe protocol used when locating the master browser, click Networ k
Protocol and choose a protocol from the drop-down list. If your firewall
restricts UDP broadcasts, select TCP/IP+HTTP from the list.

8. Click Save.

You can specify separate server groups for each protocol.
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Configuring Hotkeys

You can change the combination of key presses used for system hotkeys.

» Todisplay or changethe hotkeys:

1. IftheCitrix ICA Client Editor Default Settings dialog box is not displayed,
from the Citrix ICA Client Editor Options menu, select Default Settings.

2. From the pop-up list at the top of the Default Settings dialog box, select the
Hotkeys page or the Japanese Hotkeys page. A dialog box appears, showing
the current list of hotkeys.

3. Highlight the function for which you want to change the hotkey and click
Define... to display a dialog box for that function.

4., Select the main key for the function, then use the check boxes to select the
additional keystrokes.

5. Click OK to close the dialog box for the function.
6. Click Save.

Configuring an Existing Connection File

This section describes how to change the properties of a specific connection file.
Some of these properties override the default settings. For details of the default
settings, see “ Configuring Default Settings for All Connections.”

“Making a Connection” gives basic instructions for creating a connection file.

» Toedit an existing connection file

1. From within the Citrix ICA Client Editor, choose Open from the File menu
and select the connection you want to edit.

2. TheCitrix ICA Client Editor dialog box appears, showing the current
properties of the connection file.

3. Edit the properties you want to change and then click Save to save the
connection file, or choose Save or Save As... from the File menu.

You can configure the connection file using the following pagesin the Citrix
ICA Client Editor:

Use this To configure

Network Connection The basic settings required to establish a connection with a Citrix
server. For details, see “Making a Connection.”

Security Settings for using a SOCK'S proxy server, and encryption levels.
For details, see “Improving Security.”
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Use this To configure
Connection Settings allowing you to control the connection between the Citrix
Properties server and the client workstation. For details, see “ Configuring

Connection Properties.”

Window The size and color depth to use for ICA session windows for this
connection file. See “Configuring Window Properties.”

Application Allows you to specify the path and file name of an application to
be executed after connecting to the Citrix server. For details, see
“Configuring Application Properties.”

Configuring Connection Properties

Settings on the Connection Properties page alow you to improve performance
by reducing bandwidth use. You can also control sound support and enable or
disable local printing and drive mapping for this connection file.

» To changetheconnection properties

1. From within the Citrix ICA Client Editor, choose Open from the File menu
and select the connection file you want to edit.

2. Select Connection Properties from the pop-up list in the ICA Client Editor
dialog box.

3. Changethe settings as required.
4. Click Save.
You can configure the following Connection Properties:

Use this To configure
Use Data Check this box to enable data compression. Data compression
Compression reduces the amount of data sent over the connection but consumes

asmall amount of processor time to perform the compression and
decompression. In high-bandwidth LAN environments where
bandwidth consumption is not a concern, disabling data
compression may give better performance.

Use Disk Cachefor Check thisbox to enable persistent bitmap caching. The client

Bitmaps stores cached bitmapsin alocal directory to reduce the amount of
data sent over the connection. Because the cached bitmaps are
stored on hard disk, commonly used bitmaps can be displayed
more quickly.

Enable Sound / Use these settings to enable sound support and configure the
Quality sound quality. See " Configuring Sound Support”.
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Use this To configure

Disablelocal printer Check thisbox to disable local printing for connectionsto this
for connection to server or published application. For more information about local

this server printing, see “ Printing From the Macintosh Client.”

Disable drive Check this box to disable drive mapping for connections to this
mapping for server or published application. For moreinformation about drive
connection to this mapping, see “Mapping Client Devices.”

server

SpeedScreen On servers where SpeedScreen Latency Reduction is available,

this option allows you to configure the way in which it is used.
See “Configuring SpeedScreen Latency Reduction” below.

Configuring Sound Support

You can configure sound support for a connection file using settings on the
Connection Properties page of the Citrix ICA Client Editor.

» To configure sound support for a connection file

1. Check the Enable Sound box to enable full sound support. All audio played
in the ICA session is sent over the ICA connection and played on the client
computer. For details of client audio mapping, see “Mapping Client Devices.”

2. Usethe Quality setting to configure the sound quality, by choosing one of the
values listed below. For full details of these client audio mapping options, see
“Mapping Client Devices.”

= High. Thisvalue provides the greatest audio quality but should only be
used when bandwidth consumption is not a concern.

= Medium. Using this value results in less bandwidth consumption than
when using High. Compression of sound data provides greater bandwidth
efficiency but reduces sound quality somewhat. Thisvalueis
recommended for most L AN-based connections.

= Low. Thisvalue offers the most efficient use of bandwidth but also
decreases sound quality severely. Thisvaueisrecommended for low-
bandwidth connections, including most modem connections.
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Configuring SpeedScreen Latency Reduction

On servers where SpeedScreen L atency Reduction isavailable, you can configure
it on the Connection Properties page of the Citrix ICA Client Editor.

Keyboard: This setting controls Local Text Echo. Over high latency
connections, users often experience significant delays between when they
enter text at the keyboard and when it is echoed or displayed on the screen.
Local text echoisan ICA Client option that acceleratesthe display of the input
text on the client device, effectively shielding the user from experiencing
latency on the network

Mouse: click feedback: Over high latency connections, users often click the
mouse multiple times because thereis no visual feedback that a mouse-click
resulted in an action. Mouse click feedback provides visual feedback for
mouse-clicks. When the user clicks the mouse, the ICA software immediately
changes the mouse pointer to an hourglass to show that the user’sinput is
being processed.

To configure SpeedScreen L atency Reduction for a connection file

For each of the Keyboard and M ouse settings, select one of the following:

Auto. If you are not certain of the connection speed, set the modeto Auto to
turn the feature on or off depending on the latency of the connection.

On. Choose On for slower connections (for example, over aWAN or adia-in
connection) to decrease the delay between user input and screen display.

Off. Choose Off for faster connections (for example, over aLAN).

Note You can override the selected SpeedScreen mode for the current session by
using the Latency Reduction hotkey. See “ Configuring Default Settings for All
Connections’ for details of hotkeys.
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Configuring Window Properties

The Window page allows you to specify the window size and number of colors
used for the ICA Client window.

» To configurethe window propertiesfor a connection file

1

2.
3.

5.

From within the Citrix ICA Client Editor, choose Open from the File menu
and select the connection file you want to edit.

Select Window from the pop-up list inthe ICA Client Editor dialog box.
To change the Window Size, do one of the following:
= Select Fixed, then choose one of the available sizes from the list box.

= Select Custom, then type the required dimensions, in pixels, in the Width
and Height boxes. The maximum window size is determined by the server.

= Select Use Full Screen to use the entire area of your screen for the ICA
connection.

Note If you select Use Full Screen, the menu bar is hidden when you run the
Citrix ICA Macintosh Client. To access the Macintosh menu bar, hold down
the Option and Control keys. To make the menu bar display permanently, open
the File menu in the Citrix ICA Macintosh Client and choose Best.

Use Window Color s to set the number of window colorsto 16, 256,
Thousands, or Millions.

Note For best performance, Window Color s should match the number of
colors set in your Macintosh Monitors control panel. When thisisthe case, a
diamond shapeisdisplayed in the title bar during an ICA session.

Click Save.

Configuring Application Properties

The Application page allows you to specify an application to be executed after
connecting to a Citrix server using this connection file. If you specify an
application, you do not see the Citrix server desktop when you connect and the
connection is closed when you exit from the application.

If you specify an application, no other application can be run in the ICA session.
You are not able to use Program Manager on WINFRAME or the Windows desktop
on MetaFrame.

Note The Application dialog box is not available when configuring a connection
to a published application.
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> To configureapplication properties

1

2.
3.

From within the Citrix ICA Client Editor, choose Open from the File menu
and select the connection file you want to edit.

Select Application from the pop-up list in the ICA Client Editor dialog box.

Specify the path and file name of the application to be executed after
connecting to the Citrix server.

For example, to launch Microsoft Word automatically after connecting to the
Citrix server you might type:
C:\WINWORD\WINWORD .EXE

Specify the working directory to be used for the application in the Working
Directory box.

Improving Security

This section describes how to configure an ICA connection through a SOCKS
proxy server or across afirewall, and how to set encryption. SOCK'S proxy
servers and firewalls are used on networks to improve security. Encryption
increases the security of the ICA connection itself.

Connecting Through a SOCKS Proxy Server

To limit access into and out of your Citrix servers, configure a SOCKS proxy
server to handle connections between clients and the server. You can place the
proxy server on either side of the firewall, or in some situations, on both sides of
the firewall.

If you are using a SOCKS proxy server, you must configure the ICA Macintosh
Client to connect to Citrix servers through a SOCKS proxy server. You can
configure adefault SOCK S proxy for all connections or use a SOCK S proxy only
with a specific connection file.

» Toconfigurea SOCK S proxy server for an ICA connection

1

From within the Citrix ICA Client Editor, choose Open from the File menu
and select the connection file you want to edit.

The Citrix ICA Client Editor dialog box appears, showing the current
properties of the connection file.

From the pop-up list at the top of the I CA Client Editor dialog box, select the
Security page.

Click Connect via SOCK S proxy.

In the Address of proxy to use box, enter the name or 1P address of the
SOCKS proxy server.

In the Port box, enter the proxy server’s port number (if it is not 1080).
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7. Click Save to save the changes to the connection file.

» To specify adefault SOCKS proxy

1. Ifthe Citrix ICA Client Editor Default Settings dialog box is not displayed,
from the Options menu, select Default Settings.

2. From the pop-up list at the top of the Default Settings dialog box, select the
Server Location page.

3. Click Firewalls.
4. Click Connect via SOCK S proxy.

5. Inthe Address of proxy to use box, enter the name or | P address of the
SOCKS proxy server.

6. Inthe Port box, enter the proxy server’s port number (if it isnot 1080).

7. Click OK to close the pop-up dialog box, and then click Save to close the
Default Settings dialog box.

Note Because you can enter only one SOCKS proxy server address, you cannot
configure Business Recovery with separate SOCK S settings for different server
groups.

Connecting Across a Firewall

If the ICA Client is outside afirewall that uses address remapping, you configure
the ICA Client to use the alternate address returned by the master ICA Browser.
Thisis necessary even if you are not using a SOCKS proxy server.

Note You must also usethe ALTADDR utility, or ctxalt for MetaFrame for
UNIX, to manually set the alternate address for each Citrix server. See the
Command Reference appendix of either the MetaFrame Administrator’s Guide or
the WINFRAME System Guide for more information.

To configurethe ICA Macintosh Client to use the alternate address

1. Ifthe Citrix ICA Client Editor Default Settings dialog box is not displayed,
from the Options menu, select Default Settings.

2. From the pop-up list at the top of the Default Settings dialog box, select the
Server Location page.

3. Click Firewalls.... A dialog box appears.

4. Click Usealternate addressfor firewall connection and then click OK to
close the dialog box.

5. Inthe Default Settings dialog box, click Save to save the new settings.
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Using Encryption

Encryption increases the security of your ICA connection. By default, basic
encryption isenabled on al connections. If the Citrix server you are connecting to
supports advanced encryption (for example, Securel CA Services), you can use it
to improve security.

Note To enable encryption levels higher than Basic, the Citrix server must
support RC5 encryption. This support isincluded with Securel CA Services and
Feature Release 1. Securel CA Servicesis not supported by all Citrix servers.

» Tochangetheencryption settingsfor an |CA connection

From within the Citrix ICA Client Editor, choose Open from the File menu and
select the connection file you want to edit.

From the desktop, drag the connection file and drop it onto the Citrix ICA Client
Editor icon.

Either choose Use Default L evel (see “ Configuring Default Preferences” for
instructions on how to set this default) or select an encryption level from the list
box.

Note The server must be configured to alow the selected encryption level or
greater.
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Using Applications Published on a MetaFrame for UNIX
Server

For connections to applications published on a MetaFrame for UNIX server, two
additional utilities allow you to configure session display and copyg and paste
objects between the ICA session and the client device. This section describes how
to access and use these tool s through the Citrix window manager.

Using the Window Manager

If you are connecting to an application published on a MetaFrame for UNIX
server, use the Citrix window manager (ctxwm) to minimize, resize, position and
close windows. This section describes how to use the window manager.

Minimizing, Resizing, Positioning, and Closing Windows
When you connect to a published application on a MetaFrame for UNIX server,
buttons to minimize, resize, position, and close windows are provided by the
Citrix window manager.

» Tominimize, resize, position, and close windows

Use the left mouse button, to click on the following buttons:

To Click Note
Minimize published Windows are minimized asicons on the
application . desktop.
windows on your
desktop.
Open a minimized Click its button on the taskbar, or itsicon on
window I% oclo... the desktop.

(Taskbar or

Icon)
Adjust the size of Click and hold down the mouse button, then
published . move the pointer to the edge of the window
application and drag it in the direction you wish to scale

windows. it. The window dimensions are displayed in
the top left hand corner. Release the mouse
button to apply the resizing.
To resize the window proportionately, move
the mouse pointer to a corner of the window
and drag it.
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To Click Note

Re-position m Click and hold down the mouse button, drag
published the window to the required position on the
application (Title-bar) desktop and release the mouse button.
windows

Close and exit a When you close the last application in a
published E session, after 20 seconds the session
application disconnects automatically.

Using the Citrix Window Manager Menus
In remote desktop windows, you can use the ctxwm menu system to log off,
disconnect, and exit from published applications and connection sessions.

» To accessthe ctxwm menu system

1. Onablank areaof the remote desktop window, click and hold down the left
mouse button. The ctxwm menu is displayed.

2. Drag the mouse pointer over Shutdown to display the shutdown options.

» To choose an option from the Citrix window manager menu

Drag the pointer over the required option to highlight it. Release the mouse
button to select the option.

To Choose

Terminate the connection and all L ogoff
running applications

Disconnect the session but leavethe  Disconnect
application running

Disconnect the session and Exit
terminate the application

Note Your Citrix server may be configured to terminate any applications that are
running if a session is disconnected.







Index 49

Index

Symbols

“conventions” 2

A

ALT key

key mapping 8
gpplication properties

connection files 42
gpplication publishing

using the window manager 46
gpplication publishing support 8
gpplications

published application support 8

B

bandwidth requirements 7

business recovery
configuring 37

business recovery support 8

C

client auto update 7
client device mapping
COM port mapping 6, 26
drive mapping 6, 24
client drive mapping 6, 24
client printer mapping 6, 28
client printing 28
client update database 11
adding and removing Citrix ICA Clients
16
changing the properties of a Citrix ICA
Client in the Database 17
configuring properties 15
creating anew database 14
setting a default database 14
COM port mapping 6, 26
configuring default settings 33
business recovery 37
disk cache 36
window settings 34
configuring the client update database 13
connection files
advanced settings 38
application properties 42
creating new connection files 22

window properties 42
creating a connection file 22
creating anew client update database 14
ctxwm, window manager 46, 47

D

Data Compression 7
default settings
business recovery 37
configuring 33
disk cache 36
hotkeys 38
window settings 34
device mapping 24
disk caching
default settings 36
disk caching support 7

E
encryption
encryption support 7
using encryption 45
F
firewall
connecting across afirewall 44
H
hotkeys
configuring hotkeys 38
I
ICA session
starting 24
Insert key
key mapping 8
installing the ICA Macintosh Client 10
K
key mapping 8
L

Latency Reduction
configuring SpeedScreen Latency
Reduction 41
SpeedScreen Latency Reduction support 8
Local Text Echo 41

M

mapping client devices 24
mouse
Mouse Click Feedback 41



Citrix ICA UNIX Client Administrator’s Guide

simulating aright-click 8

N

new connection files 22

P

printing from the client 28
client printing support 6
mapping client printers 30, 31
publishing applications
using the window manager 46

R

remote desktop windows 46
right-click
simulating aright-click 8

S

security
improving 43

SOCKS proxy server
using with the ICA Client 43
SpeedScreen Latency Reduction
configuring 41
support 8
system requirements 10
bandwidth requirements 7

W

window manager

published applications 46
window properties

connection files 42

default settings 34
windows

remote desktop 46
World Wide Web

Citrix 3



